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ABSTRACT

The Year 2000 Crigswill chdlenge a computer technology dependent world. Many computer
systems rely on ayear representation of the last two-digits of the year. The year 2000 would be
represented as “00” and may be misinterpreted as the year 1900 instead. The ambiguity may affect dl
date sengtive transactions and cause problems ranging from bad data to system failures. Thusthe Year
2000 Crigsis born.

The purpose of the research wasto evauate the Y ear 2000 Criss, the impact it may have on the
fire service, and methods of mitigation. The full impact of the crisisis not fully understood. However, the
consequences of doing nothing about the problem may prove reckless and irresponsible. Research
reveded a high probability of acriss materidizing asthe year 2000 draws near.

The author used an eva uative approach to answer the following research questions:

1.) What isthe Y ear 2000 Crisis?

2.) What will be theimpact of the Year 2000 Crisis?

3.) Towhat extent does the fire service depend on computer technology?
4.) What steps can be taken to mitigate the Y ear 2000 CriSs?

A research project was salected based on the need for strategic planning. The Year 2000 Crisis
was determined to be of sgnificant concern and probable impact in the future as to warrant serious
research. Literature review was conducted and interviews of technology professonas were conducted.

A survey was aso adminigtered to fire service colleagues.



The research resultsindicate the Y ear 2000 Crisisto be of a grave concern and impact asto
warrant immediate attention. The inability of computer technology to function properly would have an
adverse affect on misson critica services.

Strategic planning will be required to mitigate the developing criss. The author recommends
mitigetion efforts to begin and indude:

1. Computer technology inventory.

2. Assess Year 2000 risk of inventory.

3. Contact vendors. Plan and repair suspect inventory.
4. Implement upgrade.

5. Test upgrade for Y ear 2000 compliance.
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INTRODUCTION

What could possibly be the most extensive and costly computer maintenance project the world has
ever seenisknown asthe Year 2000 Crisgs. Many computer systems today rely on ayear
representation of only the last two digits of the year. The year 1998 isusudly stored as“98". Asa
result, the year 2000 is represented as “00” and isinterpreted as the year 1900 instead of the year
2000. The ambiguity affects dl date sengtive transactions. Problems can result from misinterpreting the
year digits that range from bad data to system failures as maintenance schedules, contracts, and other
time sendtive data are seen as 100 years old. The consegquences of such awrong date interpretation can
be serious.

The purpose of this research is to evaluate the Y ear 2000 Crigis, it'simpact, and the process
involved in mitigating the problem. To the extent the Y ear 2000 Crigs will impact the fire service is not
known. However, it appears reasonable to examine the issue due to the possible negative impact the
year 2000, sometimes abbreviated as Y 2K, may have on the fire service. Can the adminidrative
functions or more importantly, the fire emergency services be disrupted as aresult of afalureina
computer or microprocessor? If so, what steps might the fire service take to mitigate the impact of any
Y 2K problem?

This author used the evauative research method for this project. The author examinesthe Y ear
2000 issue, the extent of the problem, fire department use of computer technology, and Y ear 2000
Crigs mitigation. The impact of the Y ear 2000 Crigsisdirectly related to technologica dependency on
computers and equipment that is computerized or has microprocessors. If acrisgsis pending, what steps
can be taken to mitigate the Y 2K threat?

The research questions are:
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. What isthe Y ear 2000 Crisis?
2. What will be the impact of the Y ear 2000 Crisis?

3. Towhat extent does the fire service depend on computer technology?

»

What steps can be taken to mitigate the Y ear 2000 CriSs?

BACKGROUND AND SIGNIFINANCE

Computers have not dways been smdl. There was atime, in the development of the computer,
when computers were large — even room Sze. However, being large did not imply large amounts of
room for data. As a matter of fact, data capacity was very limited. For this reason, programmers were
forced to conserve internal memory and disc space. Shortening the year representation on al date
related data from four to two digits saved capacity. For each date represented by two digitsinstead of
four digits, programmers saved two bytes of information per occurrence. This trandated to tremendous
savings in memory space. As computers improved, the capacity limitations became less critical and was
no longer amgjor factor. However, in the 1990’ s as space limitations were aminor issue, programmers
dill utilized atwo-digit year representation instead of going o afour-digit representation. No one seem
to consder that the year 2000 and how the representation of that year as*00” would impact computer
programming. As a computer reads “00”, the year may be interpreted as 1900 instead of 2000 because
of the programming. This mignterpretation may result in amiscaculaion or mafunction of the computer

system.



Theimpact of the Year 2000 Cris's affects two broad categories: Software and Hardware. The
software includes the internaly developed gpplications, vendor gpplications, office automation, word
processing, desktop publication, and other operating systems. E-mail, voice mail, scheduling systems
and other back-up systems are also impacted by the date data interpretations. The hardware impacted
IS computers, printers, routers, and other peripherals. Some other systemsinclude hardware in ATM
bank machine, copiers, fax machines, eevators, and security systems. Some climate control systems are
affected as wdll. Bank vaullts, lighting systems, phone switchboards, traffic control systems and satellite
systems are aso impacted.

According to industry experts, it will cost gpproximately $600 billion worldwide to fix the problems
associated with the Y ear 2000 Crigs. Such an expensive and extensve issue worldwide will impact
amog everyone including those in the fire sarvice. There are internd and externd impact considerations
for the fire service as computer technology is used throughout the environment in which it operates.

The Year 2000 Crigsis animpending disagter. It is not unlike planning for other disastersin the
emergency management sector. The analytical and mitigation characteritics of thefire servicein
addressing impending disasters will be mandatory. The Executive Planning course in the Executive Fire

Officer’s Program lendsitsdf to such an important pre-planning effort.



LITERATURE REVIEW

Year 2000 crisis overview

The Year 2000 Crigs, Y 2K, or the Millennium Bug asit is sometimes referred to, is getting more
and more attention. It is seen as one of the most important chalenges to businesses and government
ever. Although awareness of the problem is growing, many have an imperfect comprehension of the
issues related to the Y 2K problem. “Effective resolution begins with an understanding of the nature of
the Y 2K problem, how it originated, and the implicationsinvolved.” (Granger, p.2) The millennium bug
results from the common six-digit date representation used in computer programs. To Ssave space,
programmers abbreviated the four-digit representation of ayear to a two-digit representation using the
last two digits. A typica program would represent the year 1998 smply as*“98". The problem with the
representation is that it assumes that dl activitieswill occur in the same century. The results of adate
cdculation in the twenty-first century would produce awrong answer. For example, if a program needs
to caculate aperson’s age, the program would subtract the current year from the year of the person’s
birth. If the person was born in 1960 and if it is now 1998, the computer would calculate the age to be
38 by subtracting 60 from 98. Buit if the current year were 2000, the computer would caculate the age
by subtracting 60 from 00, resulting in an age of —60 years of age. The computer may recognize a
negative number for the age to bein error and would not go any further or it may meke an error using
the age. In ether case, the program would not work as intended (Grange and Helms, 1998).

The problem started more than thirty years ago during the infancy of computer technology. When
designing computer applications, computer programmers limited the number of available spaces for

representing the date in order to conserve space. The internd memory was very limited and expensive.



The format for dateswas MM/DD/Y'Y, which limited the year to two digits in each date datafield. This
works well until the year 2000 arrives. Then the computer does not see “00” as the year 2000 but as
1900 and will miscalculate dl related computations (Muhammead, 1997).

Simons (1997) estimates that on January 1, 2000, some 90% of the world's computer hardware
and software will “think” it isthe first day of 1900. “What sounds like a smple computer glitch will have
enormous business ramifications” (Smons, p. 54) Although the mgority of problemswill occur in the
year 2000, there will be problems occurring earlier as computers process information which extends
past the, now near, date of 2000 (Simons, 1997).

Virtudly every government, state, municipdity and business in the world is going to have to have to
deal with the Y ear 2000 problem. In fact, if they haven't Started dready it may be too late because
fixing the problem can take alot of time and will be expengve. The hill for dl of the work that hasto be
done to address the problem could go as high as $600 billion ( Levy and Hafner, 1997).

Accounting properties, tax technicalities and finding funding will take atoll on the Y ear 2000
problem solving. The Financid Accounting and Standards Board has ruled that internd and externd
cogts associated with modifying computer software for the Y ear 2000 must be charged to dl businesses
asincurred. Thiswould mean that companies choosng to repair their software couldn’t amortize the
costs over severa years. However, the ruling does not address the purchase of software replacing those
not in Y ear 2000 compliance ( Smondli, 1997).

Y ear 2000 compliance is one of those terms that few have afull technica understanding of what it
redly is. When the term “year 2000 compliant” is used, the common understanding is that issues
regarding the year 2000 are resolved. However, aforma definition of compliance realy meansa

standard is required to measure when, and how, ayear 2000 conversion effort is complete and
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accurate. The definition must cover three areas of integrity: 1.) Generd integrity, 2.) Dateintegrity and
3.) Century integrity. Chagbouni (1998) says the generd integrity of asystem is not impaired or will
otherwise produce erroneous information as aresult of processing current date data. He goes on to
explan that date integrity will dlow dl manipulations of date data within a system. Century integrity
refersto ether four digit or two digit year gpplications across a century field (Chaabouni, 1998).

In order to assess the overal risks of the Y ear 2000 problem, it isimportant to redize the immense
grip that information technology holds on the world. Companies are evolving into a highly intertwined
mix of technology and people where one becomes inseparable from the other. Many business processes
are linked to the information systems and the failure of this technological infrastructure will have an
irreparable impact on critica business functions. The interconnectivity of these systems with other
externd systems involves the sharing of data that is passed among them which may or may not be Y ear
2000 compliant. Many systems creating or updating databases or files are unaware of other sysems
that use data at another time and in another application (Ulrich and Hayes, 1997).

A mgor factor in the complexity of the year 2000 problem is the number of systems that have been
effectively an autopilot for perhaps decades. What and how these systems work is entirely unknown to
the current users. The fact that the system is somehow interconnected with other sysemsis very difficult
and expensive to figure out (Rao, 1997).

Y ear 2000 risks vary according to the processing requirements of the organization, whether an
organization is privately or publicly held and whether the organization is a government agency. The
bottom line is the criticdity of computers to the operations of the organization (Ulrich and Hayes, 1997).

Extent
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What sounds like a smple computer glitch has enormous ramifications. Most corporations and
government entities refuse to talk openly about the year 2000 effect for fear of public embarrassment
and mass hysteria. Y ear 2000 problems are dready occurring. According to a technol ogy-consulting
firm based in Connecticut , a state correctiona facility released severd prisoners by mistake dueto a
computer date data error. The inmates sentence extended well into the next century but the prison’s
computer system showed they were long over due for release (Simens, 1997).

The year 2000 problem will affect every government agency, business, or individud that usesa
computer. Even if an individud does not use a computer, they will ill fed theimpact. If and when an
individua tries to buy insurance, arline tickets, or season passes to sporting events they may encounter
trouble. Even automated systems that control a building’s heeting and cooling sysems and ATMs may
refuse to work (Celko and Celko, 1997).

Thisis no minor problem, experts predict that without mgor adjustments more than 30% of the
computer sysemsin the United States may smply crash and not work at al. Every routine computer
transaction or cdculation that depend on a date could have problems. Driver’ s license could be a
century expired. The Socid Security Administration could think a 25-year-old is 75 or that a 75-year-
old is 25. Most new Pentium models use four digit years but 80% of the government and corporations
around the world till use older machines. A 1996 congressiond survey of top federal agencies found
only 9 of 24 had given the Y ear 2000 any thought. Many agencies with direct responshilities for
providing service to the public such as the Department of Labor, the Veteran's Administration, and the
Federd Emergency Management Agency had only minimd Y ear 2000 initiatives underway (Vidtica,

1997).



An dectric utility in Honolulu ran test onits' system to seeif it would be affected by the Y ear 2000
bug. The system basically shut down. If the problem had gone unchecked, not only would some
customers have lost power but others could have got their power at a higher frequency causing clocks
to run fagter and other things to burn up. Another concern is with the nuclear power system. The year
2000 problem might affect the security controls and radiation monitoring (Levy and Hafner, 1997).

If no one deals with the Y ear 2000 problem the phone network would not work properly. Certain
commercid operations that run phone systems by computer could aso go silent if the software is not
fixed. Microprocessors are ingde al kinds of devices that have date sendtive controls. The Y ear 2000
will not make pacemakers stop but it could affect the data read outs it reports to physicians. Some Y ear
2000 consultants are advising consumers to make hard copies of dl their assets. Another possible
danger at 12:01 am on January 1, 2000 isair controllers being able to continue tracking planes on
radar. A lot of devators could aso mdfunction . The devators, thinking that maintenance islong
overdue, will drop to the basement for servicing. Smilarly, automobiles having as many as 100
microprocessors that are time chalenged may face maintenance defaults. And the sprinkler systemsin
some buildings may mafunction as aresult of faulty embedded systems (Levy and Hafner, 1997).

State governments can find themsalves up againgt a Y ear 2000 wal. The State of Cdifornia
finished its' inventory last December and found more than haf of its' 2,600 computer systems required
fixing. Of those, 450 systems are congdered mission critica. These are computers that control toll
bridges, traffic lights, lottery payments, prisoner releases, welfare checks, tax collection, and the
handling of toxic chemicds (Levy and Hefner, 1997).

The problem does not stop with computer programs. Embedded chips are found in everything from

the mundane such asVCR’s, TV's, devator systems, motor vehicles, microwave ovens, lawn sprinkler
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systems and security systems to the complex devices that help contral traffic lights, power generation,
water and sewer systems and the control of aircraft. Embedded chips cannot be reprogrammed; they
must be replaced. And to replace them, they must be identified and inventoried (Granger and Helms,
1998).

Embedded microprocessors are in consumer electronic devices, kitchen gppliances, automobiles,
networking equipment, and industrid control systems in one form or another. Though they are usudly
associated with desktop computers, the most pervasive use of microprocessorsis by far in embedded
systems. Margolin (1997) describes an embedded system as one that is preprogrammed to perform a
dedicated or narrow range of functions as part of alarger system, usudly with minima end-user or
operator intervention. With embedded systems gaining network, Web, and Java capabiilities, they are
getting smarter, more communicative, and more controllable. This can only result in more of them in
more gpplications doing more clever chores (Margolin, 1997).

If the problem is not addressed, a municipdity could expect problems in some of its mogt criticd
operations, including traffic sgnds, fire and police department programs, and court docket systems.
And because the problem is only located in computer programs but is hard wired into some circuit
boards, it is possible that some crucia equipment such asfire trucks, ambulances, and building controls
will be affected by the Y ear 2000 bug (Granger and Helms, 1998).

Kappeman, Johnson, and Rosemond (1998) found that at a time when the public wants less
government, it may be difficult to get some legidatures to step up to the kind of intervention needed. The
country would benefit from government assstance in the form of anti-trust exemption so enterprises
could fredy share their solutions with one another. The government could aso dlow amortization of

expenses incurred as aresult of mitigation efforts and letting those companies who want to address the
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year 2000 problem get started instead of delaying action and the cost associated with the problem. One
beneficid agpect the government could assst with is facilitating the sharing of information on the issue.
And the government would do well in certifying some industries as Y ear 2000 compliant such as nuclear
plants, water and sewer systems, oil and chemical pipelines and eectricad power generation facilities.
Government should assume the respongbility for the public education and monitoring compliance of
organizations that provide essentia services to the public. These services must be held accountable to
be Y ear 2000 ready. The Federd Communication Commission has been aware of voice telephone
system problems that could result in systems faillure. The FCC has not initiated any action to ensure loca
exchanges or the long-distance network is ready for the Y ear 2000. Kappelman et a. believes Sate
utility commissions should initiate an assessment of dl loca exchange carriers and long distance
providersto seeif they are Y ear 2000 compliant. The assessment should determineif each utility has
conducted their Year 2000 risk analysi's, developed a corrective action plan and established a date to
become Y ear 2000 ready. The water distribution and trestment systems have smart valves and other
microprocessors that control the system. These water utilities should aso be asked to analyze their Year
2000 readiness and prepare an action plan. Motor vehicles, highway, and railroad traffic control
systems use computer devices with embedded microprocessors that could fail or produce incorrect
timing sequences. The Department of Transportation and Railroad Commission should be aware of
potentid problems and assst loca communities with the identification of vendor equipment and systems
that may have Y ear 2000 problems. The DOT and Railroad Commission should work together to
assess the safety of highway and railroad crossing sites. And findly, the emergency response community
should be aware that the Globd Pogtioning System satellite system may fail in August 1999 dueto a

date related processing problem. Many of the emergency response systems using GPS to track
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emergency vehicles need to be aware of the potentiad problem and identify vendors offering corrective
goplications ( Kappelamn et d.).

The Y ear 2000 problem could have an adverse affect on the generd public. In Texas, ayear 2000
working Group has been established to help government entities and the public address the Y ear 2000
problem. The department of Information resources and the Texas Association of State Systems for
Computing and Communications (TASSCC) have member agencies. According to Mr. Johnson, the
fire sarvice is not immune to the Y ear 2000 problem. Twenty-five percent of dl the gpparatus made
since 1985 have computers or microprocessors on board as an integra part of a maintenance program.
Microprocessors that do not recognize the Y ear 2000 may not alow the truck to start. Thereisadso a
concern with the water distribution system, which have smart vaves and other automatic computerized
controls. Of course, the communications sysems rely on computers and are at risk. Mr. Johnson
recommends arisk analysis be done for al of these systems and the vendor contacted to establish a
Y ear 2000-readiness plan. A Y ear 2000-warranty clause should be used when purchasing equipmen.
Other systems that will concern the emergency response community are the elevator systems, firedarm
systems, traffic control systems and the Globa Pogtioning System. The traffic control systems
controlled by computers and the preemption devices used on the traffic Sgnals are dependent on
microprocessors that may mafunction. New cars have over forty-seven microprocessorsin them. These
microprocessors control everything from the heating and cooling of the car to the braking system. Mr.
Johnson said, “ The type and number of emergencies that may occur as aresult of the Year 200
problem can only be estimated at this point but one thing is for sure — the fire service will be in the
middle of whatever number that turns out to be.” (Jerry Johnson, Texas Department of Information

Resources, phone interview, January 12, 1998).
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Overview of technology in thefire service

The fire service has used computer technology in an effort to meet the chalenge of the ever
changing and demanding environment. An internationd fire communication network has been organized
as a Specid Interest Network (SIN). The system will dlow a great range of projects and ortline
sarvices. The Sin will serve four main functions: communications between fire managers, researchers and
educators, publication of documents, maintaining a virtud library and other specid services. Other
benefitsinclude a rapid dissemination of aworld wide information base (Ash, Lord, and Green, 1995).

The computer has changed the way the fire service trains personnd, conducts ingpections, develops
master plans, and communicates. Computers dlow firefighters to train on incidents that are too difficult
and dangerous to handlein red life. Users can rehearse an infinite variety of incidents. Virtud redity
training can give the novice an experience base, which would otherwise be time intensive and
dangerous. Fireinspections have aso utilized computer technology. Codes can be assessed on demand
and references made to complete atechnica inspection. Computers can analyze station location,
personnel deployment strategies, cost of services and a host of other issues, which would be amost
impossible to andyze otherwise. Using computers to enhance effectiveness is not the only benefit. Fire
protection engineers are a so taking advantage of the computer to modd scenarios that will help them
understand fire behavior and dlow them to design more effective fire protection systems (Granito,
1995).

Thefire officer has many computerized communication opportunities. They include fax machines,

electronic file transfer, dectronic mail and eectronic bulletin boards. Fire safety education can dso be
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adapted to the computer. Computers allow the fire safety educator to be more creative and reach a
specia group of young aduts who find the computer interesting (Granito, 1995)

Increasing productivity, efficiency, and effectiveness are gods of increased computer use.
Computer based emergency service communications has played amgjor rolein the fire service.
Computer asssted dispatching has enhanced fire suppression and emergency medica services.
Computer assisted digpatching has been avauable tool in managing the calls for service and resource
assgnments. Computer interfaces with the communications center CAD system d<o give the firefighter
accessto dl of the information that the 911 operator has. The responding agency will be able to access
Ccross sreets, hydrant information, hazardous materids files, call back numbers, names, and locations on
acomputer (Hershfield, 1995).

Generdly, computerization has been a growing trend in the fire service and the computer software
industry has responded by having to meet the needs of this speciaized market. Nearly fifty vendors now
viefor fire service sdes and the number isincreasang. The mgor areas for which the fire service
software programs are offered include Nationd Fire Incident Reporting System (NFIRS), personndl
scheduling, training, and advancement. Other programs offered are fire prevention records that include
pre-fire planning and inspection reporting. For emergency management there are severd applications
which include emergency medica service reporting, fire gpparatus tracking and maintenance recording
systems and computer aided dispatching (Wilms, 1991).

From fire department software to enhanced 911 to the FEMA videoconference, computers and
satellites have entered the world of fire fighting. The computer and satellite applications are unlimited. In
addition to linking severd fire fighting agencies together, in the future it will be able to perform tasks such

as sending incident videos directly to the incident commander or manager miles away (Robinson, 1987).
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Computer software will play alarge role in incident management systems. Two recent case histories
demondtrate the trend. During Hurricane Hugo and the Loena Prieta earthquake, software played a
sgnificant role in the emergency response and area resource management (Christen, 1990).

Some of the programs that are useful to those in fire protection are codes and standards, fire darm
design, and risk andysis. Used properly, these programs can make thejob alot easier. However, if
these programs are not used properly then the results can be as dangerous as afire itsdf. The most
important thing to remember when using fire protection software is that the results of any computer
program is no subgtitute for good, sound judgement (Pucci, 1997).

Computer aided management of emergency operations or CAMEOQ is aso utilized throughout the
fire service. CAMEO provides an exhaustive computer database of hazardous materials and chemica
properties aswdl as mapping applications. These gpplications assst in response, planning, and locd
operationd tasks (Granito, 1995).

Computer programs can Smulate fire characteristics and ad in training. Even with years of
experience no one can predict with confidence how afirewill burn. A new computer program can help
model the fire. The model Smulation program uses information about the fuel conditions and the westher
to help the firefighter make some predictions on that particular fire. The program, FIRE, can graphically
indicate where afire will move and by when, providing detailed information on the fires' behavior. With
that much information, fire managers can devise fire suppresson tactics, fire prevention programs, and
training sessonsin preparaion for the fire incident itsalf (Wagner, 1996).

The Commerce Department’s Nationd Ingtitute of Standards and Technology conducts a greeat
ded of fire research, part of which resultsin software that is useful to the fire service. Fire protection

engineers and fire researchers use these NIST programs. Some do have everyday use such as
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evauating new congruction, pre-fire planning, public fire education, evauating fire protection levels and

needs and amulating fire fighting methods (Rosenhan, 1993).

Mitigation
There are four methods of dealing with the Y ear 2000 Crigs.

1.) Do nothing. Wait to see what does not work. Thisis the choice of asurprisng number of smal and
medium szefirms. This dternative may be aitractive if the person making this decisonisretiring
prior to 2000 but the surviva of the company is put at risk.

2.) Replace everything. Small firms can afford to replace their software because they do not have large
databases. If they chose not to replace their gpplication programs, they can frequently upgrade them
by getting the latest software verson from the vendor.

3.) Do amplefixes. Many software products offer asmplefix for the existing software. Smadl changes
may be required in the software.

4.) Do afull andyssand completefix. Thisinvolves testing and andyzing sysems for potentid dete
problems and making changes to the system. The sysem mugt handle afour-digit year and correctly
process date data across the centuries (Celko and Celko, 1997).

Muhammad (1997) refersto afive-step process to become year 2000 compliant. The process
involves

1.) Inventory: search throughout the organization for misson critica hardware and software.

2.) Assessment: examine each piece of inventory to find out how the Y ear 2000 problem will affect it.

3.) Planning and repair: determine how, when and which systems will be upgraded and in what order.

4.) Implementation complete and ingal the upgrade.

5.) Tedting: uncover any hidden glitches that may have been overlooked.



The organization’ s systems should now be Y ear 2000 compliant (Muhammed, 1997).

Companies that are usng legacy gpplications are finding that they do not own and can not get
access to the source code. These programs are the older ones that has worked well over the years and
no one has pad attention to them until now. It is aso very difficult to determine how other software
programs interact with the older programs. It is not unusud for alarge corporation to have 50,000
modulesingdled onits systems. Just analyzing the potentid problems there could take years. Many
companies will be forced to rewrite applications from scratch and hope they can trandfer dl of ther
records to the new system without corrupting the data (Fenton, 1996).

While each industry and organization has a unique Y ear 2000 chdlenge, one thing they dl will have
in common is the legd risk associated with problematic systems. Legd exposures involve potentia
litigation that may befiled by customers, business partners or other entities because of a system failure
or errant data, which caused afinancid loss. Other potentid incidents involving weapon systems,
arplane software, and hedlth care systems could be life threatening. “ Because of these many factors,
legd condderations are an integra component of the Y ear 2000 solution. One immediate areathat lega
teams should focus on is contract management. Any new contracts written for third party software must
contain Y ear 2000 compliance language.” (Ulrich and Hayes, p.35) Year 2000 compliance requires
that the software and hardware properly handle date dependent information across the century mark.
The bottom line on legd issuesisthat legal counsel must be directly involved in the discusson of the
Y ear 2000 problem (Ulrich and Hayes, 1997).

Insurance companies are offering millennium insurance. Coglly business disruptions and lawsuits
may occur despite the $300 to $600 billion spent to prepare computers for the year 2000. Those

disruptions could cost an additiona $1 trillion figuring legd cost and a 5% failure rate. Insurance broker
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Marsh and McLennan Inc. is offering an insurance plan in which the likely premium would be up to $5
million for up to $200 million of coverage (Rea, 1997).

What companies have to do isidentify the mission critical gpplications that will affect the
organization if they are not converted as well as those things that just Smply will not get done and will be
|eft for afterward. Timeisnot on your Sde (Vouglas, 1997).

Chief executives know they cannot smply delegate the responsibility for technology to a data
person and then move on to other matters. They recognize that the difficult issues such as turf wars,
resstance to change, funding, project management and cross-jurisdictional data are issues that the
technologist can do little about. These are organizationa obstacles that can only be addressed by strong
and visible leaders (Cohodas, 1997).

The only sure solution is for the programmers to comb through the millions of lines of programming
language in each computer and correct the errant two digit year data. This method is obvioudy very
dow and expensive. Peter de Jager said “If | could change one line of code every second, it would take
me the next fourteen years working eight hours a day, five days aweek to fix dl thelines of codein a
smal computer system.” (Vidtica, 1997).

Software companies know that afortune is to be made with a“bug exterminator.” Thereisno clear
leader in the Y ear 2000 market. However, a Cdifornia based company by the name of MatriDigm has
developed a speedy Y ear 2000 solution. MatriDigm has spent more than a decade developing the
“Code Andyzer”. In atrid run the program processed amillion lines of code per hour making
corrections with about 99% accuracy according to officias (Smons, 1997).

There are Y ear 2000 companies that have been developed to address the Y ear 2000 problem.

DaaDimensonsis on e of those companies and they have developed a program using a proprietary



methodology. The program is cdled “Template 2000” and is one of the tools used to help companies
become Y ear 2000 compliant (Nocera, 1998).

The City of Tyler's (Texas) Technology Director has been working on getting dl of the City
departments Y ear 2000 compliant. If date processing is used in the system, then thereis a potentid
problem. Thisincludesthe 911 system, the water didtribution system, and vehicles. A risk assessment
should be made on dl of the systems. Then letters requesting Y ear 2000 compliance information should
be written to the vendor or manufacturer of any suspected problematic system. Information regarding
any upgrade should be made also at thistime. After systems are upgraded or replaced, they should be
tested for compliance. Asfar as any fire truck or equipment that contain a microprocessor, alegd
document should be sent to the manufacturer to confirm that the microprocessor is year 2000 ready

(John D’ Anna, Technology Director, City of Tyler, Texas, persond interview, January 14, 1998).

PROCEDURES

Project Selection

A project was selected based on the impact an issue may have on both the fire service and the
community it serves. As an executive fire officer, it is of paramount importance that the services
provided are congtantly evauated and adequate to meet the customer’ s needs. Also, it is paramount
that the future needs of the customer are planned for so that the fire service will bein a position to meet
those future needs. The Y ear 2000 Crid's requires executive support, planning, implementation, and

eva uation because the issue has such a potentia impact on everything the fire service does in providing



sarvices to the public. A sense of urgency develops asthe Year 2000, so often referred to as a distant
futurigtic date, is now upon us. And it comes at atime when the industrial world has embraced computer
technology to such alarge extent that technology is now an integra part of our daly lives. Whether the
impact is hegative or positive, or even transparent, will depend on how we prepare for the Y ear 2000.
It is the challenge of the century!
Resear ch

The Year 2000 Crigsis ganing atention throughout the industrid world. The problem is not new
however. Since the early 1990's, there have been numerous articles, books, seminars, and Internet
information Sites available. The locd library and the Nationd Fire Academy’s Learning Resource Center
were utilized to research periodicas and books. The author adso conducted interviews with
professonas working on the Y ear 2000 Criss. The Internet dso has extensive information on the

subject and can be found a www.year2000.com. The information that is found on the Internet was

helpful and current.
Survey

A survey was formulated by the author and sent 100 fire service colleagues. The survey consisted
of 12 questions (Appendix A). The return rate of the surveys sent out was 76 percent. The purpose of
the survey was to determine the extent of the use of computer technology in the fire service, the
awareness of the Year 2000 Criss, and what efforts were being made to mitigate the problem. An
attempt was made to look at both the interna and externd Y ear 2000 impact. An assessment of the
Y ear 2000 impact on service delivery was made. All surveys were mailed with a samped sdlf-

addressed envelope. There are limitations to the effectiveness of the survey due to the number of survey
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mailed, survey content, and return rate. Surveys were mailed back to the author for compilation and
andyss.
Assumptionsand Limitations

It was assumed dl respondents would answer honestly and they would have abasic understanding
of thefire service, the service ddivery mechaniam, the extent technology is used and the Y ear 2000
Crigs. Factors limiting the survey were the smal population surveyed time to develop a more scientific

survey and the closed-ended nature of the survey questions.
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Definitions

1

Y ear 2000 Problem: The potentid problems and their variation that might be encountered
inany level of computer hardware and software from the microcode to gpplication programs,
files, and databases that need to correctly interpret year date data represented in two-digit
format.

Y ear 2000 Compliant: Information systems and/or gpplications able to accurately process
date data including but not limited to caculating, comparing, and sequencing from, into, and
between the twentieth and twenty-first centuries, including legp year cdculaions.

Vadlidation: Testing the results of ayear 2000 compliance project a the end of the
Conversion process to ensure their correctness.

System: A set of components that work together within some boundary to accomplish
some goad or purpose. Refers to computer based information system consisting of hardware,
software, data, procedura, and human components.

Testing: The process of executing one or more programs or other component of a system
to verify tha functiona cgpability of that system meets usars requirements specified during a
prior development or maintenance modification.

Line of Code: Typicaly, asingle computer program command, declaration, or ingruction,
dthough no universal definition exist. Program sze is often measured in lines of code.

Microcomputer: Personal computer or desktop computer, microcomputer often hosts
applications. Origindly, the term arose to distinguish these desktop systems from mainframe

and microcomputers.
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Embedded systems. Embedded microprocessors consisting of hardware and software.
Embedded systems are found in computers and other € ectronic devicesincluding those that
help control factories, traffic lights, power generators, water and sewer systems, aircraft,
automobiles, devators, fax machines, VCRs, and TVsto name afew.

Expansion: In context of the Y ear 2000 problem, to increase the Sze of ayear datafield to
accommodate century data, asin expanson fromaY'Y dataformat toaCCYY format.

Inventory: In the context of the Y ear 2000 project, the process of determining al of the
components that comprises the organization’'s system portfolio. Thisinventory should include
al applications, databases, files, hardware, and other related system components that will
require ingpection to locate date data and date processing.

Application: The generd term for both individual compute programs and linked sets of
programs that comprise larger entities termed systems.

Bugs Functiond and logical errors in software and/or hardware thet causes an application
to operate away that is contrary to the way it is Suppose to operate.

Century date compliant: Status of software that correctly handles any and dl activities that
use date data without any problems, regardiess of century.

Contingency plan: A plan for responding to the loss of system or gpplication functionaity
due to adisaster such asaflood, fire, computer virus, software failure, and /or year 2000
related failures should include consderations of year 2000 related failures of customer and /or
supplies.

Conversion: The process of making changes to hardware, software, data, and/or

procedures in order to achieve century ate compliance.
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RESULTS

The Year 2000 Crids can be defined as the inability of computer technology to correctly process
date dependent information across the twentieth and twenty-first centuries. The Y ear 2000 Cridisis
compounded due to the extensive use of computer technology within and outside the organization. The
potentia problems and their variation may be encountered at any level of computer hardware and
software from the microcode to gpplication programs, files, and databases that need to correctly
interpret year date data represented in the two-digit format.

The extent of the Y ear 2000 Crigs can be directly related to the extent to which computer
technology is used throughout the world. Computer technology and microprocessors can be found in
amogt every part of our lives. Even when not working directly with computers, the computer
technologica advances in the world around them impact people. The Y ear 2000 Crigswill affect every
government agency, business, and individua to some degree. Thisisno minor problem, Experts predict
that without adjustments more than 30 percent of the computersin the United States may fail and 90
percent of the computers worldwide may misinterpret “00”. Every routine computer transaction or
caculation that depends on a date could have problems. The problem does not stop with computer
programs. Microprocessors or embedded chips are found in dmost everything from VCR' s to traffic
control systems. An embedded system is preprogrammed to perform a dedicated or narrow range of
functions as part of alarger sysem, usudly with minima end-user involvement. The system can be time

sengitive and the year 200 could be misread causing a mafunction.
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The fire service utilizes computer technology in al areas of service. Asthe survey indicates,
computers can be found in the adminigtrative, training, maintenance, and prevention divisons. The
suppression and emergency medica divisons aso utilize computer technology to enhance services.
Computer technology has dlowed a higher level of efficiency and effectiveness. A large amount of data
can be processed and records maintained over awide range of experience. Asfire departments
upgrade in an effort to increase the level of service, a greater dependency on computer technology will
develop. In addition to that, the interaction with an externa environment will dso increase the level of
involvement with computer technology.

Mitigation efforts for the Y ear 2000 Crisis will not be unlike those efforts used to address other
impending emergencies. Thereis aneed to assess the risk, the impact, mitigation efforts, and
contingency plans. Thisis assuming one has chosen to respond to the problem at dl. Waiting to see
what will happen is an dterndive. However, an effective, proactive fire officer will see the vaue of
executive planning here. Once adecison is made to respond to the Y ear 2000 Crigs, afive-step
process can help bring the organization to Y ear 2000 compliance. That processis:

1. Inventory: search the organization for mission critica hardware and software.

2. Assessment: examine each piece of inventory to assess the Y ear 2000 problem impact.

3. Contact vendor or manufacturer for Y ear 2000 compliance and upgrade information. Plan and repair:
determine how, when and which system will be upgraded and in whet order.

4. Implementation: complete and ingtal upgrade.

5. Tedting: uncover any hidden glitches that may have been overlooked.



I nstrumentation

An andysis of the survey sent to 100 fire service colleagues follows. Seventy-six percent of the
surveys were returned to the author. The respondents answered the survey in the following manner:
1)) In what ways are computers used in your department?

Adminigration  99%

Maintenance 82%

Digpatch 78%
Purchasing 2%
Traning 84%
Research 51%
Ingpection 78%

Other — planning, hazardous materids, finance, ambulance reporting, Internet, run reports,

networking, inventory, mapping, personnd, investigation, payroll, public education.

2.) Does any of the department software programs contain date dependent data?
Adminigration  78%
Communication  47%
Statistical Records 77%
Personnel Reports 58%
Security Alaoms  16%
Dispatch 65%

Ingpection 59%



Payrall 61%

[nventory 43%
Traning 65%
Purchasing 46%
E-Mall 3%
Maintenance 50%

3.) What kind/type of equipment in the department may have embedded computer
Mi Croprocessors?
Fax Machines 1%

Alam Sysems  27%

Vehicles 51%
Heat/AC 35%
Don’'t Know 20%

Other — phones, defibrillators, gas detectors, portable radios, bar coding, thermal detector,
chemical detector.
4.) Does your department utilize the services of a Chief Information Officer/Technology Director to
address technology issues?
Yes 47%
No 53%
5.) Do you require dl technology acquisitions to be Y ear 2000 compliant?
Yes S57%

No 15%
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Don’'t Know 28%

6.) Isyour department engaged in any Y ear 2000 compliance programs?

Yes 46%
No 34%
Don't Know 20%

7.) Has your department experienced any problems related to the Y ear 2000 compliance issue related

to date dependent data?
Yes 9%
No 68%
Don’'t Know 23%

8.) Have funds been appropriated in your department to address the Y ear 2000 compliance issue?

Yes 24%
No 61%
Don’'t Know 15%

9. Isthe 911 system Y ear 2000 compliant?

Yes 36%
No 9%
Don't Know 54%

10.) Isthe digpatching in your department Y ear 2000 compliant?
Yes 46%
No 14%

Don’'t Know 40%



11.) Isthe communications equipment in your department year 2000 compliant?
Yes 47%
No 9%
Don’t Know 44%
12.) Isthe water digtribution system in your area controlled by computers or microprocessors?
Yes 31%
No 18%
Don't Know 51%
If yes, isit Year 2000 compliant?
Yes 7%
No 1%

Don’'t Know 24%



DISCUSSION

The Year 2000 Crisis has been defined as the inability of computer technology to recognize the
new millennium — the year 2000. This historica event has a specid meaning and impact due to the
embrace the world has of technology. Outside of the issue of being beneficid, the extent to which
computer technology has become part of our livesis o pervadveit is hard to imagine aday or action
that is not touched by it.

To the extent that the year 2000 will actudly clash with the technologica world is yet to be
determined. However, documentation exist which supports a believable chance of widespread
repercussonsif theissue is not taken serioudy.

Each organization will have their own concerns and mitigetion efforts. No one organization will be
immune and the impact that the Y ear 2000 Criss will have will be dependent on the executive planning
made to address the issue.

The results of the author’s survey reved an extensive use of computer technology in the fire service.
The adminigration, training, maintenance, prevention, emergency medica, and suppression activities of
the fire service are dl impacted by computer technology. In some cases, thisisto the extent thet it is
transparent and our dependency on technologcal assistance has become addictive. As critica as
computer technology isto the fire service, dmogt fifty percent of the departments surveyed do not utilize
the services of a Chief Information Officer or Technology Director.

Approximatdy haf of the departments surveyed do recognize the Y ear 2000 Crisis and require
acquisitions to be Y ear 2000 compliant. However, there appears to be alot of work to be done prior

to 2000. The systems in the organization that are usng computer technology require acareful risk



as=essment and andyzed as a component in the service delivery mechanism. From communications to
hydraulics, from fax to incident command, we depend on computer technology to get it done. A sense
of urgency should become evident asthe Y ear 2000 Crigs unfoldsin your own backyard causing
everything from minor inconveniences to serious life safety problems. It isimperative that the fire service
plan and prepare for the year 2000 — to do otherwise would be reckless. Asthe year 2000 materializes
over the next twenty-one months, the fire service should prepare itself and be in a pogtion to continue to

operate and respond to emergencies. Anything less will be unacceptablel

RECOMMENDATIONS

It is recommended that every fire service member start to work on the Y ear 2000 Crisis. The effort
begins with the fire executive and must be supported throughout the project until completion. As each
day passes, the year 2000 draws closer, and whether the fire service is ready or not, the year “00” will
arive. The pervasiveness of computer technology hasfilled at least asmall part of every aspect of our
lives. That pervasiveness must be andyzed and understood. Will the computer technology that has
driven us beyond the possible now make everything impossible?

It is recommended that each organization apply afive-step mitigation process to addressthe Year
2000 Criss— Inventory, Assessment, Planning and Repair, Implementation, and Testing. In the planning
phase, it isimportant to contact vendors and manufacturers for Y ear 2000 compliance and upgrade
information. This process should be applied to al systems within the organization. Also, a careful

andysis should be made of externd factors that may impact the fire service i.e. darm systems, traffic



control systems, and water digtribution systems to name afew. The environment in which the fire service
operates may bein for adrastic adjusment at the dawning of the new millennium. Therefore, careful
planning and preparation must be done. Contingency planning must dso be a part of the mitigation
efforts.

There has never been another timein our history that the fire service has been faced with such an
enormous, pervasve, worldwide problem. But the world won't solve the problem. The fire service must
be prepared and not become a part of the criss. The alarm has been sounded. We know what the
problem is, how the problem developed, and why. Now respond! It may be the most crucid emergency
management effort of the twentieth century — to mitigate the impact of the Y ear 2000 Crigs and the

twenty-first century.
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APPENDIX A



Year 2000 Crisis Survey

1. Inwhat ways are computers used in your department?
Adminigrative
Maintenance
Digpatch
Purchasing
Traning
Research
Ingpection
Other
2. Doesany of the department software programs contain date dependent data?
Adminigration
Communication
Statistical Records
Personnel Records
Security/Alam Sysems
Digpatch
Inspection
Payroll __
Inventory

Traning __
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Purchasing
E-Mal
Maintenance

Other

. What kind/type of equipment in the department may have embedded computer microprocessors?
Fax Machine

Alarm Systems

Vehicles

Heat/AC Systems

Other

Don't Know
. Does your department utilize the services of a Chief Information Officer/ Technology Director to
address technology issues?

Yes

No

. Do you require dl technology acquigitions to be year 2000 compliant?

Yes

No

Don't Know
Is your department engaged in any year 2000 compliance program?
Yes

No



10.

11.
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Don't Know
Has your department experienced any problems related to the year 2000 compliance issue related
to date dependent data?

Yes

No

Don't Know __
Have funds been appropriated in your department to address the year 2000 compliance issue?

Yes

No

Don't Know
Isthe 911 System year 2000 compliant?

Yes

No

Don't Know
Is the dispatching ion your department year 2000 Compliant?

Yes

No

Don't Know
|s the communication equipment in your department year 2000 compliant?

Yes

No

Don't Know



12. Isthe water digtribution system in your area controlled by computers or microprocessors?

Yes

No

Don't Know
If yes, isit year 2000 compliant?

Yes

No

Don't Know



	Abstract
	Table of Contents
	Introduction
	Background and Significance
	Literature Review
	Procedures
	Results
	Discussion
	Recommendations
	References
	Appendix A  Year 2000 Crisis Survey

